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Trust - Confiance

La confiance est au coeur du partage des données

= Utilisateurs
Ceux qui déposent leurs données
Ceux qui les utilisent
= Partenaires

= Agences de financement
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Les élements de la confiance ‘

= Ce que vous étes sensé faire (quelle est votre mission?)

= Ce que vous étes (stabilité, compétence, qualité,
réputation, ...)

= Transparence (certification)

HE 'TRUST' IDEA...AS LONG AS IT'S
PROPERLY MONITORED AND

IN PRINCIPLE WE'RE HAPPY WITH
T
REGULATED!
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"They don't trust each other to share research."
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Qu’est-ce qu’un centre de données de
confiance?

= Mission = fournir un acceés fiable et
sur le long terme a des ressources
numériques qu’il gere pour sa
communauté specifique,
maintenant et dans le futur

= Monitoring, planning et
maintenance

= Connaitre les risques

= Cycle régulier d’audit et/ou
certification
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Pourquoi un audit ou une certification
formelle?

= Qu, pourquoi, puisque nos utilisateurs ont pleinement
confiance en nous?

research data sharing without barriers @ :)
rd-alliance.org BATA ALLIAMCE



L’exemple du Centre de Données astronomique de

Strasbourg (CDS)
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Créé en1972

~ 800 000 requétes/jour sur les
services en 2014

664 articles publiés dans des
journaux a referee en 2014 citent
le mot « SIMBAD », 306 « VizieR »
et 55 « Aladin »

Nos utilisateurs ont confiance en
nous!

Les producteurs de données aussi:

= Données envoyées par des
astronomes

= Collaboration avec les journaux
pour conserver et distribuer des
données attachées aux articles

= Collaboration avec les
observatoires et les projets
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Premiere étape: devenir membre de la
« communaute d’excellence » WDS

Centre de Données astronomiques de Strasbourg
Strasbodrg astroncmical Data Cenrer
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WDS: « Trusted Data Services for Global Sciences »

/wns Sesalon and Side-gvenl af Our Commaon Bam =
Future under Cimate Chamge
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Created by ICSU in 2008, successor
of the « World Data Centers » but re-
accreditation required

Mostly Earth data (also astronomy
historically) but open to all

Promoting universal and equitable
access to, and long-term stewardship
of, quality-assured scientific data and
data services, products, and
information covering a broad range of
disciplines from the natural and social
sciences, and humanities.

Cooordinates trusted scientific data
services for the provision, use, and
preservation of relevant datasets.

Certification to join the WDS
community
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Le paysage de la certification =

= 4 standards

nestor
Seal

2015

a7 ISO

Q

\\ ICSU
WORLD DATA SYSTEM ISO 16363
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Le cadre europeéen

= Basic Certification is granted to repositories which
obtain DSA certification

= Extended Certification is granted to Basic
Certification repositories which in addition perform a
structured, externally reviewed and publicly available
self-audit based on DIN 31644/nestorSeal

= Formal Certification is granted to repositories whick
in addition to Basic Certification obtain full external
audit and certification based on ISO 16363

research data sharing without barriers -
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The Data Seal of Approval
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owards sustainable and trusted data repositories
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There are 16 guidelines that together
determine whether your data repasitory
quaalifies for the Data Seal of Approval

Mews & Events - Seals Acquired Around the World -

=8 Approval »
Furmish Social Science Data Anchive Acgoires the Data !
Seal of Appronal = = 4

D154 Gemeral Assembly Formed o S 1 ) e i
Digisal Repasitary of Ineland awarded Duta Seal of P P A .

The Data Harvest »

Diatn Seal of Approval manslsied meo Caech =

DEEHE

e
Visit the Assessment page to view a complete list of the seals.
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Ajouter une certification DSA pour le CDS? ©

= Plus orienté « repository » alors que la mission du CDS est
de fournir des services

= |Les agences de financement demandent de plus en plus des
plans de gestion des données — le dépot dans un centre de
données de confiance est un élément important, et pourrait
devenir obligatoire a I'avenir dans certains cas

= Le DSA est le premier niveau de certification dans le
contexte européen

= Trés connu dans la communauté SHS

= Deécision de candidater apres une discussion avec un
membre du DSA, et ¢ca a marché — le premier DSA en
sciences physiques, le second en France apres le CINES
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Obtenir le DSA L

= Focalisé sur les aspects « repository » aspects qui
sous-tendent certains des services du CDS

= Travail de fond sur les procedures en répondant aux
questions

= Travail d’équipe tres intéressant

= Finalement pas de modification de nos procédures mais
une description complete, clarification des aspects
licences, etc

= Reéaction tres positives de nos autorités, des journaux
avec lesquels nous travaillons, etc

= PLUSIEURS MOIS ETP QUI ONT VALU LA PEINE!
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Description « a la OAIS » des services CDS @Ww? ~
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Retour au contexte ¢

= La préservation a long terme des données dans un
centre de données pérenne est un élément clé du
partage des données scientifiqgues

= |Les centres de données doivent étre de confiance

= Tres intéressant donc d’obtenir une certification externe
= Mais... que faire en pratique?
= Un theme important pour la RDA

= |Interest Group RDA/WDS pour discuter de la
certification, qui a mis en place le Working Group
RDA/WDS Certification of digital repositories

research data sharing without barriers @ )
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Repository Audit and Certification IG

& | B rotpswven rd-alllance.ang g rouns repasitcng audit-and- certitcaticn. dea-wis- parnarship-wihin. ¥ O E' Google

Home  Organisation ‘Working and Interest Groups Plenary Meetings Mews & Events

Vi Bl Warking Grouigs

-

Hemne = Waorking and intenest Groups = Workieg Group » RBepesitony At and Certification DEA-WDS Partner dhip WG

Repository Audit and Certification DSA-WDS Partnership
WG

@ Group details

Skatus: Recognised & Endarsed

Chairisl: Lesley Rickards, Mary Vardigan, Rcrie Edmunds
Secretariat Linison: Herman

TAB Lisison: Peter Wittenburg

Case Statement Downlosd

T ensure the qualty and usability of shared data, the longterm preservation of these data in sustainable digial
reposiones Is a sing gua non, Data that are <reated and wsed by sclence and schodarship nised o be managed,
curated, and archived 3o that the substantial irmestments in preparing and pressnting the content and ools will not
be lost. Certification is fundamental in guaranteeing the trustweorthiness of digital repositories, and thus in sustaining
the opportunities for long-term data sharing and corresponding services.

In rescent years, a member of certification standards and scoreditation procedures have been developed wa rldwide:
Data Seal of Approval [DSA), Metwork of Expertise in korg-term Storage and Accessibility of Digital Resources in
Germay [MESTOR) seal / German bnstitute for Standardization [DIN) standard 31644, Trustworthy Reposiories Audil
and Certification (TRAC) oriteria ! International Organizstion for Standardizstion {150} standard 16363, and the
Imternational Councl for Sdence World Data System (CSU-WOS) certification of WiOS Members.

The D&A and WDS certifications both offer a basic certification standard for trusted digital repositories. Their
catalogues of requirements and their review procedures are based an the same principles of openness and
transparency, amd of striking the right balance between simplicity and robustness of the work and effort irmoked

Plala +$ & B =

= A

Early Career Programmes About

B Group Wik
B hie Repository
B Groip Maling list Anchike

File Repository
latest fes upkaded
B Follow Uip on Bepositony sudit &

Cemification DSA-WDS Partnership WG,
24 September 2014

Latest Webconferanoe

research data sharing without barriers

rd-alliance.org

JRLCH DATA ALLIANCE



The Certification Working Group

EHCH DATA ALLIANCE

View All Interest Groups
-

Hisemie » Wiorking and Interest Groups & Inberest Group & RDAAWDS Certt

tion of Digtal Reposdtaries |G

Home  Organisation ‘Waorking and Interest Groups Plenary Mestings Mews & Events Early Career Programmes About

e | rotpssreves pd-all lance.argigroups rdats- cortification -digital - reposries-ig b e | B - cooge 248 + A B
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RDA/WDS Certification of Digital Repositories IG

Chaalris): Machead Dieperhrost, Ingrid Dille, Mustapha Mokrane
Case Statement: Doverlosd

Status Recognised & Endarsed joing ROASNDS G

In arder to guarantee data sharing, the long-term preservation of these data In sustainable digital repositories is a
sing qua nean, Data that are created and used by soience and scholarship need 1o be manaped, curaned ard archived,
making suwne that the substantial ifestments in preparing and presenting the content and 1ools will not b lost

sustairability remain basically unresolved, a5 mary arganizational, technical, financial and legal aspects remain apen
Certification is theredore fundamental in guarantesing the Dustworthiness of digital repositonies and this 0

B Groupwiki
= Fle Repository
@ Group details Group Malling Iist Archive
Status: Recognised & Endorsed
A

Ressarchers need to be sure that the resources the reposfones offer remain meaningful and wsable over time. File Repository
Moreower, the reposiones themsebves need to have sustainable business modeks. Latest file attachment in this group
Presenatbion and sustanability raise dhallenges in marry aress. The main isswes related to long term preservation and repositony emply

sustaining the ocpportunities for lorg-term data sharing.

Latest Webconferanca
The Interest Growp will build on previous work in the anea of certification. It will deliver the global cwerdew and the
feCEstary recammendations and requirements that allow the effective implementation of certification of digital

P T

B Webconference Reposkory Audit and
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DSA et WDS :

= Deux systemes de certifications reconnus mais “leégers”
= Auto-évaluation, pas de visite sur site
= Evaluation de la candidature par les pairs

= DSA : point de départ en SHS, WDS : sciences
physiques, mais leurs champs d’intervention s’étendent

= Des membres en commun

= Etablir un catalogue de criteres commun et des
procédures d’'évaluation communes

= Des criteres semblables mais des différences, en
particulier DSA plus centre sur la gestion des données,
WDS sur la stabilité et 'adéquation de I'organisation,
DSA plus soucieux de confidentialité et éthique

research data sharing without barriers @ )
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The starting point: Two different « lightweight »
frameworks

20

= DSA

= 16 guidelines for Thrustworthy Digital Repositories (data
producers/repositories/consumers)

= DSA granted for a period of 2 years
= 45 seals acquired, some 40 underway

= WDS

= Assessment to allow membership
= 17 criteria

= Review every 3-5 years

= ~50 members

research data sharing without barriers @ )
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Les criteres sont harmoniseés

= Point clé: prendre en compte la mission du
centre candidat pour I'évaluer

= Prise en compte par le DSA et le WDS en cours

e T Wty Woras W v e T T ———
[T U Nt (g« 4 |
* e - —

000000

https://rd-
alliance.org/group/reposi
tory-audit-and-
certification-
dsa%E2%80%93wds-
partnership-
wg/outcomes/dsa-wds-
partership
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Les criteres communs

= 16 criteres qui viennent avec des informations et des
conseils sur les réponses possibles

= Contexte — la clé de I'’évaluation est la mission du centre
candidat!
= Trois themes
= [nfrastructure organisationnelle

= Gestion des données
= Technologie

research data sharing without barriers @D )
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Organisational infrastructure -

= Mission/scope

= Licenses

= Continuity of access

= Confidentiality/Ethics

= Qrganisational infrastructure
= EXxpert guidance

research data sharing without barriers @ )
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Digital object management

= Data Integrity and authenticity

= Appraisal

= Documented storage procedure
= Preservation plan

= Data quality

= Workflows

= Data discovery and identification
= Data reuse

research data sharing without barriers
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Technology

= Technical infrastructure
= Security

research data sharing without barriers
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Un message fort

= Extrémement utile pour une auto-évaluation méme si on
ne va pas jusqu’a soumettre la candidature pour une
évaluation extérieure!

= Tous les criteres ont un guide de réponse et une auto-
évaluation du niveau de conformite

= On peut tester sa propre progression en comparant
I'auto-évaluation a une évaluation antérieure.

research data sharing without barriers @ )
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Common catalogue =

= RO Context
Please provide context for your repository

= R1 Mission/Scope Organizational Infrastructure

The repository has an explicit mission to provide access to and
preserve data in its domain

= R2 Licenses Organizational Infrastructure

The repository maintains all applicable licenses covering data
access and use and monitors compliance

research data sharing without barriers @ )
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Common catalogue =

= R3 Continuity of access Organizational infrastructure

The repository has a continuity plan to ensure ongoing access to
and preservation of its holdings

= R4 Confidentiality/ethics Organizational Infrastructure

The repository ensures, to the extent possible, that data are
created, curated, accessed, and used in compliance with
disciplinary and ethical norms

= R5 Organizational infrastructure Organizational Infrastructure

The repository has adequate funding and sufficient numbers of
qualified staff managed through a clear system of governance
to effectively carry out the mission

research data sharing without barriers @ )
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Common catalogue =

= R6 Expertguidance Organizational Infrastructure

The repository adopts mechanism(s) to secure ongoing expert
guidance and feedback (either in-house, or external, including
scientific guidance, if relevant)

= R7 Dataintegrity and authenticity Digital Object Management

The repository guarantees the integrity and authenticity of the
data

= R8 Appraisal Digital Object Management

The repository accepts data and metadata based on defined
criteria to ensure relevance and understandability for data
users

research data sharing without barriers @ )
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Common catalogue

= R9 Documented storage procedures Digital Object Management

The repository applies documented processes and procedures
in managing archival storage of the data

= R10 Preservation plan Digital Object Management

The repository assumes responsibility for long-term
preservation and manages this function in a planned and
documented way

= R11 Data quality Digital Object Management

The repository has appropriate expertise to address technical
data and metadata quality and ensures that sufficient
information is available for end users to make quality-related
evaluations

research data sharing without barriers @ )
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Common Catalogue =

= R12 Workflows Digital Object Management

Archiving takes place according to defined workflows from
ingest to dissemination

= R13Data discovery and identification Digital Object
Management

The repository enables users to discover the data and refer to
them in a persistent way through proper citation

= R14Data reuse Digital Object Management

The repository enables reuse of the data over time, ensuring
that appropriate metadata are available to support the

understanding and use of the data

research data sharing without barriers @ )
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Common Catalogue =

= R15 Technical infrastructure Technology

The repository functions on well-supported operating systems
and other core infrastructural software and is using hardware
and software technologies appropriate to the services it
provides to its Designated Community

= R16 Security Technology

The technical infrastructure of the repository provides for
protection of the facility and its data, products, services, and
users

research data sharing without barriers @ )
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« Data services » 33

= WDS definition

"Scientific data services assist organizations in the capture, storage,
curation, long-term preservation, discovery, access, retrieval, aggregation,
analysis, and/or visualization of scientific data, as well as in the associated

legal frameworks, to support disciplinary and multidisciplinary scientific
research.”

= No clear divide between “repositories” and “services’,
and the situation is evolving...
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